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Security Baseline Phishing and Training
Overview
Employee mistakes are a leading cause of data breaches.  A focus on improving employee security strength will help organizations to minimize the chance of data breaches.

XYZ MSP. has put together security baseline phishing and training assessment that will help determine the security strength of Client Prospect Name.  The assessment is made up of two parts
1. A simulated phishing campaign to test the ability of employees to spot and avoid phishing emails

2. Baseline security awareness training and testing
1. Simulated Phishing Campaign

A recent IBM study found that 95% of security incidents are originated by the actions of an end user.  The vast majority of these incidents occur because the end user unsuspectingly clicks on a malicious link in an email or on a website.  Malicious code injected into an end user’s computer can result in viruses, trojans, Phishes, ransomware or a combination of all of these.  These security incidents can cost your firm time, money, customers or all of these.  The best defense is a good offense – train your employees to look for and avoid Phishing emails.

We will plan a Simulated Phishing Attack Campaign on your end user base.  When planning an attack, we will:
· Select a Phishing email to be broadcast.  The Phishing email is selected from a library of Phishing emails that have been actually used by hackers to conduct Phishing attacks.
· Determine who should receive the Phishing emails
· Determine when the emails will be sent
· Determine the duration of the Phishing attack
· Collect data on which employees fall susceptible to the Phishing emails and click on what would have otherwise been a malicious link
We will measure the “click-through” rate on these Phishing emails and report back to you.  
When an employee clicks on a malicious link, he/she will be sent to a web page with our logo that will explain to them what happened and they will be directed to remedial training.  By utilizing training at the moment an employee interacts with a mock phishing email, you can explain what happened, outline the dangers associated with real attacks, and give practical advice about avoiding future traps.
2. Security Awareness Training and Testing

The Security Baseline Phishing and Training service provides in-depth training on data security as well as advice for best practices in protecting Personally Identifiable Information (PII) and sensitive company data.  The training is provided in an online format which is both engaging and convenient to staff members. 
Training topics include:

· How Cybercriminals make employees their victims

· What is PII and Sensitive Data?
· What happens if Data is Breached?
· Phishing Scam

· Phishing websites, the dangers and how to protect yourself

· Ransomware
· Phishing Quiz

· Dangers of Insiders

· Phone Scams

· Password Protection

· Unsecured Wi-Fi access points
· How to Respond if a Breach has Occurred
· How hackers will make employees victims in the future
Training usually takes around 1 hour to complete.  Staff members can start a training session stop and resume the session from where they left off.  They can take the training during work hours or complete the training at home after hours. 

Once staff members have completed the online training, they will take a short 20 question online quiz to demonstrate their knowledge regarding data security.  If they receive a score of 80% or higher, they will receive a certificate with their name that acknowledges that they have successfully completed the Security Training.  If they do not receive an 80% score on the quiz they can retake it as many times as they need to.

When the entire staff has completed training, a report can be accessed that lists each of the staff members, the date they took the training and the highest score they received on the training quiz.
Compensation 

Below is the cost to implement the Security Service Subscription: 
	Service


	Cost

	Security Baseline Phishing and Training:

· Simulated Phishing Campaign

· Security Awareness Training and Testing


	No Charge


	Total
	No Charge


Limitation of Liability 

Except as provided below, XYZ MSP shall not be liable for any damages resulting from loss of use, data, profit or business, or for any special, indirect, incidental or consequential damages, whether arising in an action of contract, tort or other legal theory.  XYZ MSP’s total liability for damages shall be limited to the amount actually paid by The client to XYZ MSP during the period in which the services set forth in the applicable exhibit were performed.  The limitation of liability set forth above shall not apply if the damages are attributable to XYZ MSP’s bad faith actions or gross negligence.
The Baseline Phishing and Training does not provide guarantees against security breaches.  The service provides education and tools to help implement data security and protections It should also be noted that the Baseline Phishing and Training is not legal advice.  Consult with legal counsel to ensure a full legal interpretation of federal, state and local laws.

Terms

Any significant variation to the Baseline Phishing and Training section of this proposal will result in additional expenses.

Pricing on the proposal is valid for 30-day period commencing on the date of this proposal.

I agree to the above terms and conditions:
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