


















         




 Client Name
[bookmark: _Hlk522452390]BREACH PREVENTION PLATFORM SUBSCRIPTION PROPOSAL




Prepared by:  Sales Rep
Date:  March 11, 2021

Breach Prevention Platform Subscription



Overview

Employee mistakes are a leading cause of data breaches.  A focus on improving employee security strength will help organizations to minimize the chance of data breaches.

Continuous security awareness training, testing and evaluation is required to turn employees from a company’s weakest security link to their strongest first line of protection.

XYZ MSP. has put together an Employee Vulnerability Assessment (EVA) that helps organizations train end users on IT Security and identify and implement the proper safeguards to protect Personally Identifiable Information (PII) and sensitive company data.  The Employee Vulnerability Assessment includes:


1. Provides online security awareness training and testing to all employees

2. Provides security awareness micro-training updates on a weekly basis

3. Provides monthly security awareness newsletters

4. Performs simulated Phishing attacks on your employee base

5. Provides Dark Web Monitoring reporting

6. Creates written information security policies (WISP)

7. Provides access to our Security Documentation Portal 

8. Provides access to our Employee Vulnerability Assessment (EVA) dashboard




1. Security Awareness Training and Testing

The Security Baseline Phishing and Training service provides in-depth training on data security as well as advice for best practices in protecting Personally Identifiable Information (PII) and sensitive company data.  The training is provided in an online format which is both engaging and convenient to staff members. 

This security awareness is available to current and newly hired staff members.

Training topics include:

· What Is PII and Sensitive Data?
· What constitutes PII and sensitive data?
· Where is it located? 
· How can employees do their part to protect it?
· Cybercrime Target
· Who are cybercriminals targeting? 
· What Causes the Majority of Data Breaches?
· Threats
· Phishing 
· Password Reuse
· Business Email Compromise
· Dark Web Dangers
· Ransomware 
· More! 
· Avoiding Scams 
· An in-depth look at how scams are successful 
· Tips and best practices for avoiding scams
· Breach Response 
· What should you do if you suspect a data breach? 
· Policies & Procedures

Training usually takes around 1 hour to complete.  Staff members can start a training session stop and resume the session from where they left off.  They can take the training during work hours or complete the training at home after hours. 

Once staff members have completed the online training, they will take a short 20 question online quiz to demonstrate their knowledge regarding data security.  If they receive a score of 80% or higher, they will receive a certificate with their name that acknowledges that they have successfully completed the Security Training.  If they do not receive an 80% score on the quiz they can retake it as many times as they need to.

When the entire staff has completed training, a report can be accessed that lists each of the staff members, the date they took the training and the highest score they received on the training quiz.


2. Security Awareness Micro Training

A continuous cycle of assessment, education, reinforcement, and measurement maximizes learning and lengthens retention.  In order to provide reinforcement as an adjunct to our IT Security Awareness Training and Testing, we also provide Security Awareness Micro Training.

The Micro Training is delivered via email each week to your end users.  The content of the Micro Training reinforces previous topics covered in the Security Awareness Training Testing. Micro Training content comes in the form of a 1 minute video for your end users to watch.  The fact that the Micro Training is just 1 minute assures end users that this will not take much, if any time out of their work day.  Micro Training helps keep end users aware of IT Security issues every time they use your computers and your network resources.

Micro Training is archived on our portal, and all users can go back and re-watch Micro Training videos at any time.

3. Security Awareness Newsletters

Consistency is vital to the success of any awareness program. Monthly newsletters are a great way to reinforce and create it.

Reminding end users of important messages and policies each month in an approachable, fun manner will help you take strides towards establishing a strong culture of learning and security awareness within your organization, as well as leveraging more informal learning opportunities.

Each issue contains 2 pages of educational content built around a new theme every month. An additional page includes a Scam of the Month to highlight real, current scams affecting individuals today. The final page of the issue provides a summary with important takeaways from the monthly content. 

By presenting important information in a non-technical, conversational tone that appeals to a wide variety of audiences, we make security awareness easy to understand, and fun to read.

End users will receive the newsletter once per month via email.  Newsletters are archived and stored in the documentation portal.


4. Simulated Phishing Attacks

A recent IBM study found that 95% of security incidents are originated by the actions of an end user.  The vast majority of these incidents occur because the end user unsuspectingly clicks on a malicious link in an email or on a website.  Malicious code injected into an end user’s computer can result in viruses, trojans, Phishes, ransomware or a combination of all of these.  These security incidents can cost your firm time, money, customers or all of these.  The best defense is a good offense – train your employees to look for and avoid Phishing emails.

Working with your management, we will plan Simulated Phishing Attacks on your end user base.  When planning an attack, we will:

· Select a Phishing email to be broadcast.  The Phishing email is selected from a library of Phishing emails that have been actually used by hackers to conduct Phishing attacks.
· Determine who should receive the Phishing emails
· Determine when the emails will be sent
· Determine the duration of the Phishing attack
· Collect data on which employees fall susceptible to the Phishing emails and click on what would have otherwise been a malicious link

We will measure the “click-through” rate on these Phishing emails and report back to you.  Continuous Phishing is required to keep your employees vigilant in looking for and avoiding malicious links.

When an employee clicks on a malicious link, he/she will be sent to a web page with our logo that will explain to them what happened and they will be directed to remedial training.  By utilizing training at the moment an employee interacts with a mock phishing email, you can explain what happened, outline the dangers associated with real attacks, and give practical advice about avoiding future traps.

5. Dark Web Monitoring

Ongoing Dark Web scans are performed looking for accounts that are associated with your email domain. Criminals and identity thieves use the Dark Web to buy and sell stolen or hacked information. Account information found on the Dark Web can be used for scams, phishing emails, social engineering scams and identity theft among other uses. 

Knowing which email accounts and employee information is on the Dark Web will give you the insight needed to protect your company and your employees. Client management and involved users will be notified of any new breaches their domain or email address has been involved in. Making employees aware that they may be a target of scams will help raise their defenses. Continuous security awareness training and simulated phishing attacks will give them the information that they need to identify scams and spot phishing emails.

6. Written Information Security Policies (WISP)

The PII Protect Security Service provides Written Information Security Policies (WISP) that address data security including administrative, physical, and technical safeguards.  Policies are provided in Microsoft Word document.  Most organizations do not require additional changes or customizations.  Additional changes and customizations are available if required but are outside the scope of this proposal.

Administrative Policies 

The administrative policies and procedures address the following:

· Assigned Security Responsibility
· Security Management
· Minimal Data Collection
· Information Access 
· Employee Termination
· Security Awareness and Training
· WISP Distribution
· Contingency Planning
· Security Incident Procedures
· Emergency Operations
· Data Sensitivity Classification
· Third Party Service Providers
· Sanctions
· Bring Your Own Device (BYOD)

Physical Policies 

The physical policies address the following:

· Facility Access Controls
· Network Security

Technical Policies 

The technical policies address the following:

· Access Control
· Computer Use
· Data Disposal
· System Activity Review 
· Encryption

Employees are required to electronically sign or acknowledge that they have received the WISP and agree that they will follow the policies and procedures that are contained within the WISP.  Your management will have access to reports that show which employees have electronically acknowledged the WISP and which ones have not.


7. Security Documentation Portal

The Security Documentation Portal makes it easy to manage aspects of data security.  The security portal will store the Written Information Security Policies (WISP).  Employees will be able to access the policies and read summaries of each of the policies. Employees will access the security portal to take the online security training class and security quiz.

In addition, the Security Documentation Portal has the ability to upload other policies and procedures and important documents such as Employee Handbooks, disaster recovery procedures, HR policies and procedures, etc.  Employees can access all the policies and procedures via the Security Documentation Portal.

Administrators of the Security Documentation Portal can utilize the functionality to perform the following functions:


1. Track and maintain all third-party service providers including uploading any third party service providers

2. Capture and record any security incidents that affect PII and sensitive company data

3. Provide security training to new employees

4. Access employee security training reports

5. Access archived Micro Training segments and past versions of the Security Awareness Newsletter

6. Access Simulated Phishing Attack data


8. Employee Vulnerability Assessment (EVA)

All services are presented through a visually appealing and simplistic dashboard within the portal.

EVA is a mechanism that provides insight into an organization’s individual employee security risk score. This individualized Employee Secure Score (ESS) is assigned based on the employee’s commitment to continuous cybersecurity training and adherence to corporate defined security policies and best practices.  

Simulated phishing attacks, annual and weekly micro-training, company security policy review and acceptance and the compilation of dark web scan results, are a few factors that contribute to whether the rating of Low, Medium or High is assigned to an employee. This ESS can quickly gauge which employee’s pose the greatest risk to an organization and might be the most likely to cause a data breach.

Simplistic manager reporting allows an organization to easily turn their weakest link into their strongest defense.



Compensation 

Below is the cost to implement the Security Service Subscription: 

	
Service

	
Cost

	
IT Security Service Subscription which includes:

· Employee Security Training and Testing
· Security Micro Training
· Security Awareness Newsletters
· Simulated Phishing Attacks
· Dark Web Breach Assessment
· Written Information Security Policies (WISP)
· Employee Vulnerability Assessment
· Usage of the Security Documentation Portal
· Security Incident Tracking
· Service Provider Tracking

	





$XX/mo

	
Total
	
$XX/mo




Limitation of Liability 

Except as provided below, XYZ MSP shall not be liable for any damages resulting from loss of use, data, profit or business, or for any special, indirect, incidental or consequential damages, whether arising in an action of contract, tort or other legal theory.  XYZ MSP’s total liability for damages shall be limited to the amount actually paid by The client to XYZ MSP during the period in which the services set forth in the applicable exhibit were performed.  The limitation of liability set forth above shall not apply if the damages are attributable to XYZ MSP’s bad faith actions or gross negligence.

The Employee Vulnerability Assessment Service does not provide guarantees against security breaches.  The service provides education and tools to help implement data security and protections.  The Written Information Security Policies (WISP) are a foundation for implementing data security.  It is the organization’s responsibility to ensure that all employees comply with the WISP.  It should also be noted that the Employee Vulnerability Assessment is not legal advice.  Consult with legal counsel to ensure a full legal interpretation of federal, state and local laws.
 
Terms

Any significant variation to the Employee Vulnerability Assessment section of this proposal will result in additional expenses.

Pricing on the proposal is valid for 30-day period commencing on the date of this proposal.


I agree to the above terms and conditions:




                                      				                                       (Date)
  

                                                              
Mr. Manager – XYZ MSP	         				                             (Date)

Your address and phone number
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