Whitelisting for various platforms:
The following hosts / IP addresses should be whitelisted on your spam filter:
www.piiphish.com (IP 54.209.51.230)
The methods to do this depend on the spam filter you are using. Some common filters are listed below along with directions on how to whitelist.
Exchange 2007 - http://exchangepedia.com/2007/01/exchange-2007-content-filter-the-whitelist-is-here.html
Exchange 2010 - https://technet.microsoft.com/en-us/library/bb125225(v=exchg.141).aspx
Barracuda Block and Accept Policies - https://campus.barracuda.com/product/emailsecuritygateway/article/BSF/IPAnalysisInbound/?welcome-to-campus=techlibrary
Barracuda Intent Analysis Instructions - https://campus.barracuda.com/product/emailsecurityservice/article/BESS/IntentInbound/?welcome-to-campus=techlibrary
Websense - http://www.websense.com/content/support/library/web/v76/filter_faqs/filter_faq_whitelist.aspx
Trend Micro - http://esupport.trendmicro.com/solution/en-US/1056393.aspx
Google GSuite (IP Whitelist) - https://support.google.com/a/answer/60751?hl=en
Google GSuite (Email Whitelist) - https://support.google.com/a/answer/2368132?hl=en
Forefront Protection for Exchange - https://technet.microsoft.com/en-us/library/cc483077.aspx
 
Microsoft Office 365:
Note: Check with your Partner of Record before making changes to your Office 365 infrastructure.
· Log into your Office 365 portal and go into the Admin Centers > Exchange
· Click Mail Flow > Rules
· Click the (+) Create New Rule button beneath Mail Flow > Rules.
· Give the rule a name, such as “Whitelist Emails.”
· Click on “More Options” (at the bottom)
· Apply this rule if…
· Select “The sender’s domain is…” then enter the domains
· pii-protect.com
· it-support.care
· cloud-service-care.com
· customer-portal.info
· efaxcustcare.com
· member-services.info
· your-shipment.com
· bankonlinesupport.com
· Under Do the Following select Set the Spam Confidence Level and then select Bypass Spam Filtering
· Click OK
· Click Save to save the Transport Rule
· Click Protection (left side of Exchange admin Center)
· Select Spam Filter
· Edit the default policy
· In the Allow List, enter the following domains
· pii-protect.com
· it-support.care
· cloud-service-care.com
· customer-portal.info
· efaxcustcare.com
· member-services.info
· your-shipment.com
· bankonlinesupport.com
 
Reflexion IP Whitelisting:
· Login to the RTC control panel here: asp.reflexion.com 
· Click the Customers Button at the Top toolbar
· Choose the Customer from the list that you wish to modify settings for.
· On the left-hand toolbar choose the Enterprise drop down
[image: https://www.pii-protect.com/uploads/images/Reflexion1%281%29.png]
 
· [bookmark: _GoBack]Choose the IP Filter link from the list
[image: https://www.pii-protect.com/uploads/images/Reflexion2%281%29.png]
 
· Now use the Add Filter button to add the IPs you'd like to whitelist for incoming emails (example below shows the IPs needed for the Breach Security simulated phishing campaign)
[image: https://www.pii-protect.com/uploads/images/Reflexion3%281%29.png]
 
Whitelisting phishing scenario sender emails:
The following sender emails need to be whitelisted in your spam filters:
Account.Alerts@cloud-service-care.com
accounts@member-services.info
Account.Alerts@cloud-service-care.com
Accounts.Google@cloud-service-care.com
adobe@customer-portal.info
amazon.services@member-services.info
AmericanExpress@cloud-service-care.com
anz@bankonlinesupport.com
AppleCustomerCare@cloud-service-care.com
att@member-services.info
authorize@cloud-service-care.com
bbb@customer-portal.info
blueserviceupdates@customer-portal.info
BOA.Alerts@cloud-service-care.com
BOA.Alerts@customer-portal.info
bwhitty@customer-portal.info
Chase.Alerts@bankonlinesupport.com
Chase.Alerts@cloud-service-care.com
cibc@bankonlinesupport.com
corporate@member-services.info
cra@member-services.info
cra-arc@member-services.info
customer.service@customer-portal.info
D.E.J@customer-portal.info
data.com.sf@customer-portal.info
digital.transfer@customer-portal.info
direccion@customer-portal.info
DocuSign@it-support.care
Drop.Box@cloud-service-care.com
drop.box@customer-portal.info
e.server@it-support.care
e.support@customer-portal.info
explendio@customer-portal.info
fax@customer-portal.info
Google.Drive@cloud-service-care.com
Imperial.Parking@cloud-service-care.com
inbox@customer-portal.info
invoice.reminders@member-ervices.info
ird.govt.nz@member-services.info
iTunes@cloud-service-care.com
kevin@customer-portal.info
legal.doc@customer-portal.info
Linkedln@it-support.care
MailHold@customer-portal.info
MetLifeSecurity@member-services.info
Microsoft@it-support.care
MicrosoftOffice365@customer-portal.info
ms.alerts@member-services.info
ms.security@member-services.info
msofficeonlineteam@customer-portal.info
Netflix.Security@customer-portal.info
newsletter@member-services.info
no-reply@customer-portal.info
no-reply@efaxcustcare.com
no-reply-notification@customer-portal.info
notification@customer-portal.info
notifications@customer-portal.info
office@customer-portal.info
oic.alert@customer-portal.info
one-drive-file@customer-portal.info
pay@customer-portal.info
quickbooks@member-services.info
refund@cloud-service-care.com
reminder@gotowebiner.com
resume@customer-portal.info
security@cloud-service-care.com
security@customer-portal.info
security@it-support.care
service.paypal@customer-portal.info
service@customer-portal.info
services@bankonlinesupport.com
smonkey@member-services.info
storage@customer-portal.info
subscription.notifications@member-services.info
support@member-services.info
TaxRefund@customer-portal.info
TD.Bank@cloud-service-care.com
totaltrack@customer-portal.info
Transfer@customer-portal.info
UPS.notification@customer-portal.info
UPSMyChoice@customer-portal.info
usps.service@customer-portal.info
Verizon@member-services.info
Violations@customer-portal.info
webinars@customer-portal.info
Wells.Fargo@bankonlinesupport.com
Wells.Fargo@cloud-service-care.com
WesternUnion@member-services.info
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