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Dark Web Prospecting – Get the Meeting
Email Template from Management to IT 

Subject Line: We need your help with employee security awareness

[Client Manager First Name], 

I wanted to thank you for meeting with me and taking the next steps to ensure security comes first. As we discussed, I will be sending out a baseline phishing campaign as well as enrolling you and your employees in our Security Awareness Training program. Before moving forward with this baseline assessment, the two attachments must first be filled out by your existing IT Company. I’ve included an email template below for you to forward along to your IT Company to make this process easy for you. I look forward to working with you in mitigating your employee-associated risks. 

Please forward this email along to your IT provider so we can move forward with these next steps.

Thank you, 

[Signature]
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[First Name of IT Provider],

We have recently engaged [Your Company] to help us train our employees on cybersecurity. The training will be broken into two parts. One part will include online training to educate our employees on current cybersecurity threats and teach them how to mitigate risks to our organization. Part two will include a baseline simulated-phishing test to determine which of our
employees will fall for a phishing scam. We hope this will help to raise awareness throughout our company, increase our security culture, and work together to better protect our data. 

[bookmark: _GoBack]To accomplish the training and phishing, we will need the following from you: 

· A list of all employees including first name, last name, and email address.
Please submit this information by using the attached Excel spreadsheet. 











[image: ]The second item we will need is to whitelist the servers that will be sending out the phishing campaign. Attached you will find instructions on how to whitelist. I am copying [Your Name] from [Your Company] in this email. Please work with [Your Name] if you have any questions on whitelisting and let him know when this has been completed so they can begin the phishing campaign. We would prefer to get this completed as soon as possible so we can work towards strengthening our defenses.

Thank you, 

[Management Email Signature]
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